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1.0 Reliability Analysis

For this reliability and safety analysis, we chose to analyze the following components: STM32F411xC Microcontroller, ICM-20948 9-Axis Sensor, AP63205 Buck Converter, and the LM1117 Low Dropout Regulator. Two of these components, the microcontroller and 9-axis sensor, are our most complex IC implementations. While all of the components that we included in our design are critical to the fundamental operation of the robot, these two components contribute the most to the algorithmic operation of the robot. Likewise, the other two components, the AP63205 and the LM1117, are selected due to being the two components in our design that are most likely to fail. These two components handle the highest load from the battery to the motors.

Of principle concern is the failures per million hours model, which is given in the MIL-HDBK-217F Handbook [4] as:

λP = (C1 πT + C2 πE) πQ πL 
Equation 1

This is the expressed multiplication of the die complexity failure rate, temperature coefficient, and the package failure rate, environmental factor, all multiplied by the quality factor and the learning factor. Once the failures per million hours is determine, it becomes relatively trivial to calculate the mean time to failure, which is simply:

MTTF = 10^6 / (24 * 365 * λP) years 
Equation 2

This equation is intuitive because it is simply the Mean Time Between Failures rate multiplied by 10^6 hours. These equations and any subsequent calculations are given by the MIL-HDBK-217f Military Handbook.

The component quality factor, or πQ of all components used in this analysis is 10, or the commercial screening level coefficient. The newest component that we have is the ICM-20948, which was released in early 2024, and thus is awarded a πL of 1.5. All other components are >2 years from manufacturing date and thus are awarded a πL of 1. Our components must operate grounded in motion and thus are awarded a πE of 4. The other parameters vary between components and are outlined in their respective tables.

STM32F411xC Microcontroller [5]
	Parameter Name
	Description
	Value
	Comments

	C1
	Die Complexity Failure Rate
	0.56
	MOS, 32 Bit Microprocessor

	πT
	Temperature Coefficient
	0.98
	MOS, Operable up to 85*C

	C2
	Package Failure Rate
	0.053
	Contains 81 pins

	πE
	Environmental Factor
	4
	Grounded, Mobile Environment

	πQ
	Quality Factor
	10
	Commercial Part

	πL
	Learning Factor
	1
	> 2 Years in Production

	λP
	Failures Per Million Hours
	7.608
	Equation 1

	MTTF
	[bookmark: _Int_1DnciIpU]Mean Time To Failure
	15.00 Years

	Equation 2



ICM-20948 9-Axis Sensor [2]
	Parameter Name
	Description
	Value
	Comments

	C1
	Die Complexity Failure Rate
	0.28
	MOS, 16 Bit Microprocessor (Onboard)

	πT
	Temperature Coefficient
	0.98
	MOS, Operable up to 85*C

	C2
	Package Failure Rate
	0.0087
	Contains 24 pins

	πE
	Environmental Factor
	4
	Grounded, Mobile Environment

	πQ
	Quality Factor
	10
	Commercial Part

	πL
	Learning Factor
	1.5
	1 Year in Production

	λP
	Failures Per Million Hours
	4.638
	Equation 1

	MTTF
	Mean Time To Failure
	24.61 Years
	Equation 2



AP63205 Buck Converter [1]
	Parameter Name
	Description
	Value
	Comments

	C1
	Die Complexity Failure Rate
	0.02
	101 to 300 Bipolar Transistors

	πT
	Temperature Coefficient
	7.0
	MOS, Operable up to 160* C

	C2
	Package Failure Rate
	0.0019
	Contains 6 Pins

	πE
	Environmental Factor
	4
	Grounded, Mobile Environment

	πQ
	Quality Factor
	10
	Commercial Part

	πL
	Learning Factor
	1
	> 2 Years in Production

	λP
	Failures Per Million Hours
	1.476
	Equation 1

	MTTF
	Mean Time To Failure
	77.34 Years
	Equation 2



LM1117 Low Dropout Regulator [3]
	Parameter Name
	Description
	Value
	Comments

	C1
	Die Complexity Failure Rate
	0.02
	101 to 300 Bipolar Transistors

	πT
	Temperature Coefficient
	50
	Linear, Operable up to 125* C

	C2
	Package Failure Rate
	0.0026

	Contains 8 Pins


	πE
	Environmental Factor
	4
	Grounded, Mobile Environment

	πQ
	Quality Factor
	10
	Commercial Part

	πL
	Learning Factor
	1
	> 2 Years in Production

	λP
	Failures Per Million Hours
	10.104
	Equation 1

	MTTF
	Mean Time To Failure
	11.30 Years
	Equation 2



While all selected components have acceptable mean time to failure values for the intended application, the LM1117 LDO regulator stands out as the most vulnerable with a mean time to failure of only 11.30 years, largely due to its high temperature coefficient. Given that the microcontroller and sensor are essential for the robot’s algorithmic operations and the power components are most likely to fail due to high load conditions, improvements should be made in enhancing the thermal management of the power circuits and possibly selecting regulators with improved temperature ratings. Further, military grade parts would yield a significant increase in mean time to failure due to the nature of the model used. Refinements such as implementing redundant power pathways and incorporating more real-world environmental testing could further boost the robustness and reliability of our circuit design.

2.0 Failure Mode, Effects, and Criticality Analysis (FMECA) 

There are 3 criticality levels for the fairway finder. Low, Medium, and High. Low criticality is defined as any failure that poses no safety concern or little long-term functionality concern. An example would be any problem that is fixed by simply power cycling the robot. The acceptable failure rate for low concern failures is l < 10-5. Medium criticality is defined as any failure that poses low safety concern or some amount of long-term functionality concern. An example would be a problem with movement operation. The acceptable failure rate for medium concern failures is l < 10-7. High criticality is defined as any failure that poses significant safety concerns or significantly impacts the long-term functionality of the robot. The acceptable failure rate for high concern failures is l < 10-9.

For this analysis, all environments are assumed to be sunny, 75*F, and dry conditions. This is the ideal condition for our robot and a likely possibility for consistent robot operation. Beyond that, we assume that there is no debris in the robot and the user is operating the robot as intended.
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Appendix A:  Schematic Functional Blocks 

Subsystem A: Power Circuits
[image: ]Schematic A.1: AP63205 Buck Converter

[image: ]
Schematic A.2: LM1117 Low Dropout Regulator
[image: ]
Schematic A.3: Battery Connector



Subsystem B: Sensor Block

[image: ]
Schematic B.1: HM-10 Bluetooth Module
[image: ]
Schematic B.2: SAM-M8Q GNSS Module
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Schematic B.3: ICM-20948 9-Axis Module


Subsystem C: Motor Block

[image: ]
Schematic C.1: DRV8871DDAR Motor Driver 1
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Schematic C.2: DRV8871DDAR Motor Driver 2



Subsystem D: Microcontroller Block

[image: ]
Schematic D.1: STM32F411XC Microcontroller


Appendix B:  FMECA Worksheet

Subsystem A: Power Circuits
	Failure No.
	Failure Mode
	Possible Causes
	Failure Effects
	Method of Detection
	Criticality
	Remarks

	1
	Battery converter voltage too high
	AP63205 Buck Malfunction
	Overheating of circuits
Smoking of circuits
	Immediate failure of multiple subsystems
	High
	Catastrophic failure. Potential to brick all systems

	2
	Battery converter voltage too low
	AP63205 Buck Malfunction,
Low battery
	Missed data transmission
	Consistent failure of specific subsystem (likely ICM-20948 as it is lowest voltage component)
	Low
	This failure will happen due to the battery voltage being variable. We need to make sure our voltage tolerances are high enough to compensate

	3
	Short circuit
	All components
	Overheating of circuits
Smoking of circuits
	Immediate failure of one specific subsystem
	High
	Targeted catastrophic failure. Potential to brick influenced subsystem




Subsystem B: Sensor Block
	Failure No.
	Failure Mode
	Possible Causes
	Failure Effects
	Method of Detection
	Criticality
	Remarks

	4
	Bluetooth transmission failure
	HM-10 software bug, interference in Bluetooth frequencies
	Bluetooth commands will become unintelligible
	Loss of control from app
	Medium
	Low risk to user. Shut down button is in place to mitigate this

	5
	GPS transmission failure
	SAM-M8Q software bug, bad reading from a specific fix
	Transmitted microcontroller GPS coordinates will become inaccurate
	Robot not changing direction / speed while in follow me mode
	Medium
	Low risk to user. All unreasonable coordinates are automatically disqualified from follow-me algorithm

	6
	9-Axis sensor transmission failure
	ICM-20948 software bug, magnet nearby
	Robot direction and movement miscalibration
	Robot making sporadic movements and not turning to right fix
	Medium
	Low risk to user. If the magnetometer is out of alignment, then the robot will simply not turn to the right direction




Subsystem C: Motor Block
	Failure No.
	Failure Mode
	Possible Causes
	Failure Effects
	Method of Detection
	Criticality
	Remarks

	7
	Motor driver failure
	Overcurrent, overheating, rotation blocking
	Loss of motor movement
	Robot will stop moving
	High
	Motor driver failure has long-term performance ramifications. If the motor fails, it may require a complete replacement 

	8
	Motor block short circuit
	Manufacturing defect, water presence
	Complete failure of motor block
	Robot will stop moving
	High
	[bookmark: _Int_sKF9dLbI]A motor short circuit could cause catastrophic failure due to the high voltage / currents used.





Subsystem D: Microcontroller Block
	Failure No.
	Failure Mode
	Possible Causes
	Failure Effects
	Method of Detection
	Criticality
	Remarks

	9
	Microcontroller Freeze / Crash
	Software bug, memory corruption
	Total loss of control
	Watchdog timer, LED health monitoring
	High
	Risk to the user is low but causes immense long-term ramifications. 

	10
	Microcontroller overheating
	Lack of proper thermal management
	Reduced performance
	Follow-me algorithm reduced fidelity and / or motor control is delayed
	Low
	We need to make sure proper cooling is in the robot because of the sunny environment

	11
	Firmware corruption
	Power cycling microcontroller too fast / with too much current
	Complete loss of control and ability to regain control
	Firmware checksums, error logging, watchdog timer
	High
	Potential for catastrophic failure, especially in the field
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